112 # 1 7 B

JﬁESUJ\?I-%DE

Clean-Crystal - Considerate - Competitive

G EEEEEEEEEEEEEEEREEREERN,
|

RAEmE

AEEEEEEEEEEEEEEEEEER?

4 EEEDN

- ERAEEAIL AR GHERE
FE R EIREBFFRERS feat.
Howhow https://youtu. be/ j7alVS1gxPk

S R RKAR R PR T

Rz Y TRAZT (#F%wdlh, o3
https://youtu. be/GL4QuQBeOAM .5 -

e

7
=
=L

S BERPEGEZNEE-ARKGOO)HH
FEeO0i Bkt %

&S

1. AR ZO00(THE %) 5 ROOZ R 105 & 7
3 5 OO%E 22 23 fI3 4 4 > 2105 & 12
zoaﬁmﬁﬁgﬁtwﬂﬁﬁii
ik R FE A

23 )\ > 2y 2
pz’é ]!71'-‘35”’

o

3\;

2.5“’rﬁnﬂuv»#ﬂ7‘pxﬁuﬁiﬁ F R 0 EE R BT
F3%2 fﬁﬁﬁﬁﬁgm’%&OO%%ﬁ$
FLB o xEZEI06E 17 230 0% 4k
?ﬁ'i’lillﬁf*Zﬁ”%*
BRAR(T 5 TR B R A b 2
% ;1’:‘,"5 B iE B 11 x,it%
2382 7 RPTRES > HE 23 HHAIIZ Y ok
EZaofE- £ o

1 SERFRRMITEARBEZR

SE -§4~\
=iy
S

BRILEAR : 08-7535612 157G .

M AR 77

T R

P Bk

S I EEEEEEEEEEEEEEEEEEEEEEENEHR

NIFEBHEEES

.IIIIIIIIIIIIIIIIIIIIIIIIII'

o 7E = R AR FE P

SEFERPER ]

L
]
]
]

-~ 200w it e it b 8
FEREALEESEL L 2RM G 5 R34 RIS S
pos BT R LG AL o g - % TOO0
L 105 &E 30 T FIEARBENERREFZ G 2
dAET A EARMELLZERGT L > 9 FFRPEA XX R
FTRI05 £ 40 11 pREF T AFEL RE P Flaa L FE
fPFlds FA2EREL S OORBY p#FL A A B304
FOO0O®EFAMEFLE2Z BRE > 2230 p T2 5EFRT Y
BEd £ P RAGFR 2 00474 > 3 00 % L T 39 M XX
CREAER K 22 XX 2 w3 BOOZ »t Bl

AR B B VAN e S N LR
EPF LI 00BRP wEEEREELKENFE AIEDL
ERzHNEEER > BRRIEBE SR JIF ko B FX
RRF A RRG2Z L 2 FEZLRRS A o mH A
ERRP P RRG AL PR AR Ptem
XXFwt B BN FEEAAGGP 3 TURFEETS R
00 & > # 00 FEH {2 32 00 #fPfsrr 22 54 P %
TAI o eI 00 FEHER L o (DEPSH XX T £ 40
9pREnATOOL T, f£4 2 00 KER » P&
%ﬁ@iﬁﬁr%’%kBuLWBiﬂﬁW%ﬁﬁiﬁiﬁ
HA % 00 Ld§ OOHwrfctid » R HFNT AP § 1
w%ﬁﬁﬂa%ﬁ%§°

=~ TR XX 2 B REHRBLA2Z L0280 200% A
BB VAARE BT E BBk k-k2 | BB E

* el

ptdged@judicial.gov.tw

LEAp R 3% @@ 2 00 2 00
XN TRBEA L ParER R By gk TRk
SR EZ TR L FEANRRAE U ERR2ZE > 2 F
ERAR/LLHA B A E AR BIAERF LR G
Z PR > ¥ 105 # 70 19 p 20 pRiF o WL 5 B R E R
REAA BB EREXX(FERET 5 AT M T ) T
PUEBCRE LINE @9 1 B 3SREARE AR Y 4 3 X0 A K
MEXXAEZAAE 2 ASEREL NG FFEE XX
P 21PF 31 AGF o AT R B~ RRSLH A A5
BOEARES > ST A LINE et B A% A 2
00 & % -

g Mt AR BB R 2 B % g IR
Be? o Ao d B g UATEREFAEL D 2 R

BEBBRP RPN L% g HHEIEY o
TR KR FRpHAF AW AR

A Bl 44 Y 14
STz te 0 & BRES

4 I EEE EEEEEEEEEEENEEEEEEEEEEEEEN)»

- NS REEERAEE

4 EEEEEEEEEEEEEEEEEEEEEEEEEENPG

Qi vrfftMA FHIE » #Tdg 3 ® 7

LoSRamkd |2 vl g kg fofp b2 5o j
S B U
138 #7712 5 B
(ﬁ)@@‘%ﬁ\%A\i%%ﬁ~%%(HT%
AR BIRE) 2 =% ~BRE B S 0 TRRF AR
2 GE* ~FEGE R A T H R H B ApsE

i&ijﬂﬁvx{;o

B v R 4R 3P R

FHIAMARAEM A LF 26

FHLOR 2 ARUR R R



(-) F%Rp Kaspersky # T chF 3 4 R o
kF M- B2 AT D2 ATFT R
E & 8 CryWiper > & f 4 %8 B 275 p
LB R chd EYED E Joid i B o

(= ) Kaspersky & F54p > CryWiper ¢ B3> 5 ¥ R0
B FRIABLASBEIGLT AP D
AL HARNFE 64 =~ Windows ¥ 34 {7

L

ERE R ﬁﬁwasbffﬁﬁﬁm—f’

EE IR EFRFEEPIRERR IBR G

17

T b oo

# > &% "browserupdate.exe > # {75 § % I
v

|

(3><—£%ﬂﬁﬁﬁ@4,cmmmrg%ﬁ
MySQL~MS SQL F#L & # PR % -MS Exchange
email PR % - MS Active Directory % | PR %
FER RDRE > BETRGTRE > RGP
PAPE T A T -
£ > CryWiper ¢ . MySQL -~ MS SQL F i
E @R %E ~ MS Exchange email #fR%E ~ MS
Active Directory 7 PIREZ € & & sLa
7o g A ORE  RERRpp R A

ISR

2 SERFRRMITEARBEZR

DN
RN

iderate -Competitive

M AR 77

(m ) CryWIper PEEFGELF AP i R F
= g f shadow copy * 1 FF b FRLAR i RL
?,EJ,%! ; ¥ ¢k CryWiper + ¢ %1:c Windows % 4x
#h o Y42k RDP x4 > fE b IT 4 B 5B iRy
Wi SN IRAR AL o B i o CryWiper € #4975 &
z

= .exe~ .dll~.Ink~.sys~.msi &2 p £ cry

|~

AR FLH s 2 B2 BLEE % 5t~ Windows 2 Exds
AT Rl au ke Ak AR R 2B -
(7 ) =R 2}‘%‘~ET§"_)@;§§TL& A E T ZE2 . p
P RERT FEIPAAEE LR RS B R
BORIEHE METI R LR Rk S
P
FTHAR FED BT R BILERB Y <

H B AR & BB

HRE AT BB E 2R AR
NERZGER

7B R R E MBS T 2 A I E KB R
BB 104 SEBERETEA LREFRERZ
MEESEE2RA  RERRRESSTY; B0
EROREBBRERIELE - RABKERMT
(HEBREE)

}&

on 2 AR (— )/ﬂ‘ CERERKBHZME

EERESLD 10BN EBEALATREBE - (_)’f%z_
GBS 1 BATHRE  BREEERESERFIEEY]
FERAL - (=) BEUEETEED : 1EATRE -

RAREBEDHBHTERUDEBRER -

BRINE4LR : 08-7535612 1#@E{573 : ptdged@judicial.gov.tw

ﬁ

EETHHELY 9EATREERE -

EREBEZ . (— ) Bmh nM/fﬁB 2 HEATR
CREREERDAABREEmEEEH E*E‘T‘ZE
=EHHWIFEEREEH - () P:ﬁDDTTT/fﬁB
HARTHRE  FERIAAKREBRELRHEFND

i F4}|I|

BERELHBTREDm  RMBBRERFLHEMNE M
RERIR A 1B ’a%ﬁ’:\ﬁi@tﬂ}i% =1 S 7
B, REZEKR "Bm@RE, 8872  TERCSKE
EHESIRE 1ERE  BHNEEBRBPUESR R BE
MARWIES MEMER(FME )10 Z7xbl £1008
TTA N EISE WIkEDESE 42 1RFE 2 AR EREILEEm
REZR, 2ENR "BmiBENAL B0 - LB E P
Eﬁy%iﬂfii%’f&?ﬁﬁﬂ/i% 15 1@%&51’51 7l
FERPARE  FEEMARNE K& 257t E 20
%'T_DJ),{—F%%E FERAZE "mEIRE , £RAUAT
BREE D ARABREE  REFHK "B mR
B2k 1 5B 60 BRE - & 25 B £ 250 BT &
& - WAKEASE 63 1% 8 A0 K 5z &= 75 A BR 88 [0 L sk o7
IE; ZERFRERE  DRBK " BEREE. E 42 1K
FIRRERBLESmBBRREE R WIKEDIASE 631K 2
1RE  BAMFEBRALEIWKSHNIE  EFRE 10 57T
M E 100 5L &% -

THRBREREHEEZ  EBSRER  KREIR
ARIEAmERTEI  TEIREEERTRE
o~ BUSE - ERASAYEIRER  KRREBHEOD
ZEXERN TRHEBIESHEAZEEREHD
m, LREREARBEEAER  IEABFBDEFRE - K
W EBE - Z2—280 - mE—2%0 - BHEER
EHE mMERASERENZ=E -

ERAR  METHREEERED



